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Hi,

Thank you for your thoughtful post on the transition from Industry 4.0 to Industry 5.0 in manufacturing. Your example of the WannaCry ransomware attack on Nissan is a strong reminder of the vulnerabilities that come with increased digital
integration. As you rightly noted, while Industry 4.0 brought incredible efficiency through loT and automation, it also introduced new cybersecurity challenges (Farion-Melnyk et al., 2021; Reinhold, 2024).

| appreciate your point about the reputational damage Nissan suffered. Nwankpa and Schooley (2025) emphasize that repeal cybersecurity incidents often occur because of inadequate long-term risk planning and the underestimation of
evolving cyber threals. The shift toward Industry 5.0 is essential in this context, not just for improved technological systems, but for restoring human oversight. adaptability, and ethical responsibility in crisis management (Vatsyayan et al., 2022).

Adding human-cenlric resilience —such as training employees in cyber hygiene, developing hybrid human-Al monitoring systems, and enhancing rapid response protocols could be vital in preventing future attacks (Aljaidi @1 al., 2022). As we
move forward, the combination of automation and ethical, sustainable human inpul will be key to ensuring both security and trust in manufacturing systems.

Great analysis this is a powerful example ol why cyber resilience must evolve alongside technological progress.
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